Q&A Record
	Question
	Response
	Q/A Date

	The documentation calls out in part ‘PCIDSS (where applicable)’, if an entity does not have PCIDSS accreditation would they be exempt from the procurement process?
	In this instance providers are not required to have PCIDSS and you would not be at a disadvantage by not having this accreditation. 
	15/11/24

	The evaluation criteria table references numerous aspects which are not covered in the questions asked. Are we expected to provide information on everything covered in the evaluation criteria table
	Ultimately the submission must enable us to assess using the evaluation criteria in section 1.11. The questions in section 2 are a high level ‘suggestion’, and for illustration we have shown how these sorts of questions track back to the evaluation criteria.
	18/11/24

	Questions 10 and 11 are very similar. Are there any aspects specifically which the University would like us to cover in Q11 which wouldn't be covered in Q10?
	[bookmark: _Hlk182898392]Question 10 was aiming to draw out you on-call support and maintenance to ensure there is reliable service. Q11 is referring to incidents – i.e. what would your company do if there was a zero day attack, that circumnavigated the firewall.  
	18/11/24

	Regarding the EOI for the Firewall Support and Maintenance opportunity, would it be possible to confirm your current licence position please?
	[bookmark: _Hlk182898730]We currently have the Wildfire, Advanced Threat Protection and Wildfire licenses enabled in addition to the base license.
	18/11/24

	Do the existing Firewalls operate as a HA Pair or Cluster. What type of HA is in use, Active/Active, Active/Passive?
	[bookmark: _Hlk182898815]Neither – they run as independent firewalls with a common set of rules and policies, with failover handled by OSPF routing.
	18/11/24

	Which interfaces on the existing firewalls are used for HA sync such as HA1, HA2, HA3?
	N/A
	18/11/24

	Which interfaces are used for the connections to the JISC1 and JISC2, are they Copper or Fibre connections, if fibre what is the Fibre interface specification and what interface speed is used?
	[bookmark: _Hlk182898847]Both JISC interfaces are presented as a single mode LC fibre with a 10GB SFP+ module
	18/11/24

	Which Interfaces are used for connections to the Private Dark Fibre, what is the Fibre interface specification and what interface speed is used?
	[bookmark: _Hlk182898861]Traffic via the Dark Fibre goes via the existing connections to the network cores, which are presented as a pair of 10GB DAC cables on each firewall.
	18/11/24

	How many optional optic or copper interface modules are required to populate the open slots in the replacement firewall? Are any spare interface modules required?
	[bookmark: _Hlk182898894]At present the only connections to the firewalls are 2x DAC to the network core, 1x 10GB SFP+ for the JISC connection and 1x 1GB Copper Ethernet for the management port
	18/11/24

	Is the SD WAN subscription actively used, is SD WAN deployed and active?
	No
	18/11/24

	Is Global Protect Client VPN in use?  Are Global Protect Gateways and Portals deployed at both locations?
	[bookmark: _Hlk182898923]Yes. There is one gateway and one portal at each location, but only one active at any one time, controller by advertised routes.
	18/11/24

	Is Panorama currently Deployed or is Strata Cloud Manager in use?  Is there any requirement to add Panorama?
	[bookmark: _Hlk182898962]Panorama is currently deployed, and would look to be retained in an all Palo setup.
	18/11/24

	How many Vsys, Virtual systems are deployed within the Physical firewalls at each site?
	1 Vsys
	18/11/24

	How is long term logging configured currently? For example, is syslog exported or is there an existing SIEM deployment?
	[bookmark: _Hlk182898990]Logging is currently exported to Panorama’s Log Collector and to a Wazuh SIEM
	18/11/24

	With regards to the dark fibre does this mean that the University of Chichester has been provided with a fibre that connects the 2 sites, and that they provide the terminating equipment that utilises the dark fibre? We are after clarification on the terminating equipment and how it is connected to the FWs. Are there any plans to change terminating equipment, for example to increase BW?
	[bookmark: _Hlk182899005]There is no connection to the DF provision and the FW contract. The University’s existing infrastructure contracts includes DF to connect both sites the University maintains its own terminating equipment. 
We have significant headroom in the DF and network cores, - Although we assess regularly, and plan at least a year in advance, we do not currently believe its is at all likely that we will need to plan for increasing BW in the next 3-5 years.
	18/11/24

	The supporting information states 12 months retention, further clarity is required on what logs need to be retained for this period and how easy/often they need access to it
	[bookmark: _Hlk182899028]12 months retention for Traffic Logs, Data Filtering, URL Filtering Logs and Audit logs.
Other logs such as Threats, Decryption are only needed for 6-8 weeks to aid in any troubleshooting.
	18/11/24

	Is the stated throughput per FW, or just on a single FW?
	[bookmark: _Hlk182899047][bookmark: _GoBack]As the firewalls are not in a HA Pair, the throughput should be consider per site / pre firewall.
	18/11/24

	Is Palo Alto the only vendor you are willing to accept, or would you consider other vendors such as Fortinet?
	We set out in section 1.4, that the initial service will adopt or existing Palo Alto 3250 – this isn’t necessarily a pass/fail issue, although continuity of service is…. As you will see we further suggest that we are open to other solutions, but the criteria (above all else) is service continuity from and beyond 31/12/24, alongside the FWs fit with the other protective securities we have in place, and this will of course then be assessed in risk/cost terms.  
	18/11/24




